
 

How to S.C.A.N. for Cyber Threats 
The number one tool for exploiting cyber vulnerabilities is social engineering. Whether that’s phishing, pretexting, 
whaling, or another technique, the goal is the same: violating legal and intentional safeguards in pursuit of money, 
intellectual property, customer data, or anything else of perceived and potential profit. 

Deploying one tactic, though, could go a long way toward ending the social engineering schemes of many bad actors 
(and boastful technology experts). The tactic? Empowering your employees to S.C.A.N. unexpected requests.  
 
STOP 

As paradoxical as it sounds, sometimes the most difficult thing to do is nothing at all. Especially if someone is going 
through the effort of stoking some sort of response from you.  
 

Do NOT Do 

● Adopt any urgency conveyed to you in person or 
via email 

● Click on any hyperlinks included in an unexpected 
email message 

● Send a reply message to the originator of an 
unexpected email message 

● Decelerate the request by asking for, and noting, 
the person’s name, title, and contact information 
with the assurance of a prompt follow-up 

● Remind yourself that human-based social 
engineering attacks, though often more subtle than 
their computer-based cousins, merely play off the 
innate human desire to help others  

 
CONSIDER 

Take a moment to process the message but do not take any action. Does the sender seek personal information? 
Data on an internal process? Financial information?  
 

Do NOT Do 

● Provide any personal or professional information 
requested by an unverified source, irrespective of 
how that source identifies themselves (such as an 
alleged on-site technician, new employee, or 
trusted vendor) 

● Meet any unexpected message that requests 
information or asks you to take action — such as 
visiting a website — with skepticism. 

 

 
ADDRESS 
 
Sherlock Holmes is memorable because he possesses an incredible mind capable of unraveling dangerous puzzles 
set by the most devious villains. You, alas, are not Sherlock Holmes. That doesn’t mean you can’t solve a mystery or 
two. It just means you’ll have to apply yourself a little! 



 

Do NOT Do 

● Allow the request to languish. Address it when it is 
top of mind, before another urgent matter compels 
you to drop your guard and make a terrible 
mistake. 

● Contact the sender by phone if the message is 
seemingly from a professional colleague. If the 
message might be from a co-worker and your 
company uses a messaging app such as Skype for 
Business or Slack, you’re likely safe to use that, as 
well.  

● Check the URL of any links. Some hackers create 
URLs that look legitimate at first glance but don't 
hold up to scrutiny. The message might say it’s 
from Chemical Bank, but the hyperlink might read 
“www.chembaank.com” (note the extra “a”) or 
some other such variant.  

● Conduct a moment of online research. Doing so 
sometimes brings up forum posts or information 
about others who were sent a similar message.  

 
If you can determine the authenticity of the message, you’re safe to reply to it. If not … 
 
NOTIFY 

… it’s time to raise a red flag. 
 

Do NOT Do 

● Forward the message unless directed to do so (by, 
say, an IT lead)  

● Immediately notify your IT department or otherwise 
adhere to any procedure predetermined by your 
company. 

 
Remember: “Life or death” requests are a staple in movies, but not real life.  
 
S.C.A.N. for Security 

While they’re vital elements in any company’s cyber defense efforts, stout technical protections only go so far. An 
element just as vital rests in practically every member of your staff and the staff.  
 
Technology expert James Scott put it this way: “Whatever obstacles I run into exploiting your technical vulnerabilities 
will be made up for by exploiting the vulnerabilities in the cyber hygiene of your staff.” 
 
Help your employees avoid becoming that weak link Scott seeks. Make sure they know how to S.C.A.N. for threats.  


